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[ Motivation ]

e Social media bots threaten public discourse, yet the
effectiveness of GNN-based bot detectors remains unclear.

e Existing graph attacks often assume unrealistic powers, such
as arbitrary rewiring or full graph access, unlike real bots.

o Real attackers face hard constraints: limited observability,
no forced human follow-backs, temporal plausibility, and
only local edits around the bot.

o There is a need for an attack framework that reflects these
real-world constraints while still being effective.

® Optimal transport offers a principled way to compare
neighborhood structures and guide sparse, plausible edits.

[ Problem Definition ]

Let 9 = V,€,X) , and a labelled Vddegsaéset
with Yo € {human, bot} . A bot detector perform

binary classification for each node.

The attacker operates at test time by injecting or editing a
existing bot under constraints:

F(B) = {A£:|AE| < B, AE C ({u.} x V)U (V x {u.}),
AEN (Vhum x {n}) =0,
Taie (AE) < 0, Uyime(AE) < 0}.

Black box setting:

(2 Training graph + node labels + node features

2 Victim model architecture, parameters, gradients or logit
outputs

[ BOCLOAK Framework ]
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BOCLOAK learns an optimal transport geometry over k-hop
neighborhood distributions and uses transport plans to guide
sparse, plausible local edge edits for evasion.

1.Build a weighted neighborhood distribution for each node

2.Learn OT-based geometry between bot and human
neighborhoods

3.Find boundary bot “cloaks” near the human region

4.Compute transport plans to match target bots to cloak
templates

5.Decode high-mass transport matches into feasible edge edit

6.Apply sparse, realistic edits to evade GNN-based bot
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(a) Node injection (b) Node editing
BOCLOAK pipeline: (a) Injection constructs a new bot with

a human-like neighborhood (b) Editing transforms an
existing bot’s neighborhood to induce misclassification

[ Experiments

Node Editing Attack (A = 1): Misclassification rate (%) for
flipping 50 correctly classified bots against GAT, BotRGCN,
and S-HGN under adversarial defenses
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BOCLOAK achieves injection success with very small
R'ﬁ?ﬁ%?’n Study: Misclassification rate for node editing attack
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Dataset —ABCE ~Xip =Apl —Odeg —Qpge BoCLOAK
Cresci-17 38214512 96.88+s89  57.99:338 73231023 87.23+17  99.67+0.20
TwiBot-22 22451644 92122765 55.232677 70984429 83.88+663  94.00:2.00
BotSim-24 32451564 96.551066 60.341500 69221215 85241138 99331118
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