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MOTIVATION

• Social media bots threaten public discourse, platform integrity, and trust in online information.

• Effectiveness of GNN-based bot detectors under realistic attack settings is still unclear.

• Existing graph attacks assume unrealistic attacker power, such as arbitrary rewiring or full

graph access.

• Real attackers face hard constraints: limited observability, no forced human follow-backs,

temporal plausibility, and only local edits around the bot.

• Need attack framework that reflects these real-world constraints while remaining effective.

• Optimal transport provides way to compare neighborhood structures and guide sparse,

plausible edits.



PROBLEM SETUP

• Consider a graph-based bot detection problem with node features and node labels.

• Detector performs binary classification for each node.

• Attacker operates at test time by injecting a new bot or editing an existing bot.

• Attack is performed in a black-box setting.

• Available information: training graph, node labels, and node features.

• Unknown information: victim model architecture, parameters, gradients, and logit outputs..



BOCLOAK FRAMEWORK

• Learns an optimal transport geometry over k-hop neighborhood distributions.

• Compares bot and human neighborhood structures using transport plans.

• Identifies boundary bot “cloaks” near the human region.

• Matches target bots to cloak templates through transport-based alignment.

• Decodes high-mass transport matches into feasible edge edits.

• Applies sparse, realistic local edits to evade GNN-based bot detectors.



ATTACK MODES

• Node injection: construct a new bot with a human-like neighborhood.

• Node editing: transform an existing bot’s neighborhood to induce misclassification.

Node Injection Node Editing



EXPERIMENTS

• Evaluate misclassification rate under node editing attacks.

• Achieves injection success with very small budgets

• Uses 99.80% less GPU footprint and runs up to 20× faster than prior attacks.
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