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Stealthy Attacks
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Revenue from advanced persistent threat (APT) 
from 2015 to 2027

Background: 



Static Host Defenses
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Fileless Malware

Adversaries evade detection 
with stealthy techniques

File Hashes

Execution Traces

Traditional Host Intrusion 
Detection System (IDS) 
detects static artifacts

[Colonial,
SolarWinds]

[Dang '19,
Wang '20,

Barr-Smith '21]

[Wagner & Soto '02,
Tan & Maxion '03]

Exploit Signatures

Mimicry Attacks

Zero-Day Attacks

Background: 



• System Provenance championed as a host-based dynamic defense
• Influential works [Hassan '19, Wang '20, Han ‘21, Rehman ’24, Goyal ‘24]

• System Provenance causally connects system resources
• Captures dynamic control and data dependencies
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How can System Provenance help detect stealthy attacks?
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F1 P5

System Provenance
Background: 



Fileless Malware Example
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Process

Network Socket

File

Web 
Content

LogsRequests Decentralized 
C&C

Network 
Probes

Crypto miners
Network 
Probes

IoT Integration, Adversarial Attacks, and Threat Explanations in Provenance-Based 
Intrusion Detection Systems

The FritzFrog botnet has 
claimed over 20,000 victims

Exploits Log4j and weak SSH passwords 
to impersonate vulnerable Nginx 
webservers

Background: 
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GNN-based IDS Prediction Granularity

Interaction-level detection

Graph-level detectionVelickovic '17

Zeng ‘22, 
Cheng ‘24, 

Rehman ’24

Fine-Grained View

Dynamic Behavior

Long-Range 
Dependencies

GNN-based Intrusion Detection System (IDS)
Background: 



Primary Roadblock to Provenance-Based IDS Adoption

Evading Provenance-Based ML Detectors with Adversarial System Actions 9

Trust in Provenance-based IDS (PIDS) has not been established

Explanation of alerts and detection have not been verified

Generic Explanation Harness is required for GNN-based PIDS 
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What happens after a 
detection alert is raised?

Trust in Provenance-based 
IDS has not been 

established

Human operators need 
justification and guidance

to triage and respond to 
alerts

Explainability of Provenance-Based IDS 
Motivation:
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Motivation
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System-level 
Interpretation

Security Domain
Knowledge

Data Driven

Desired qualities of security-aware
explanation

What happens after a 
detection alert is raised?

Security-aware explanations to 
interpret and bring context to alerts.

GNN-based IDS Explainability: ProvExplainer



Motivation : GNN-based IDS
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SOTA provenance–based IDS [Cheng ‘24, Rehman ’24] use GNN graph embeddings for detection

Explanation verification is hindered due to black-box nature of GNN

General purpose GNN Explainers are not security-aware

GNN-based IDS Explainability: ProvExplainer



ProvExplainer: 
Security Aware 

Explanation Framework

15

Train Surrogate DT

Interpret Surrogate DT

Extract Security Aware Features
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Design
GNN-based IDS Explainability: ProvExplainer
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Design
GNN-based IDS Explainability: ProvExplainer

Instance-level Black box Structure only



Design : Security-Aware Graph Structural Features

Explaining Provenance-Based GNN Detectors with Interpretable Graph Structural Features 17

GNN-based IDS Explainability: ProvExplainer

Subgraph Pattern 
Mining

[Graph Evolutionary 
Rule Miner]

Anomalous Graphs

Subgraph Patterns



Design : Security-Aware Graph Structural Features
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GNN-based IDS Explainability: ProvExplainer

Pattern Size – total number of nodes

Pattern Diversity – average "importance score" of node types

Pattern Support – average number of occurrences across all graphs in the dataset

Pattern Coverage – total number of occurrences across anomalous graphs in the dataset

Discriminant Pattern Score = α * size + β * diversity + γ * support + η * coverage



Design : Security-Aware Graph Structural Features
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GNN-based IDS Explainability: ProvExplainer

Select the patterns that have the highest Discriminant Pattern Score 

Hyperparameter: α=0.1, β=0.2, γ=0.4,and η= 0.3

Prioritize support and coverage as the primary differentiators between patterns 
followed by diversity and pattern size

Discriminant Pattern Score = α * size + β * diversity + γ * support + η * coverage



Design : Example of Explanations
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GNN-based IDS Explainability: ProvExplainer

Example of patterns 
selected for explanation

pass_mgr.exe

*\Add-on\*.dll

Exploits firefox.exe by downloading a 
malicious password manager, enabling it 
to read and store sensitive system files.

*\AppData\*\*.dll

*\apppatch\*.sdb



Design : Graph Structural Features

Explaining Provenance-Based GNN Detectors with Interpretable Graph Structural Features 21

GNN-based IDS Explainability: ProvExplainer

Clustering Coefficient

Triangles

Degree Closeness

Betweenness Eigenvector

Centrality MeasuresClustering Measures



Design : Graph Structural Features
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GNN-based IDS Explainability: ProvExplainer

Clustering Coefficient: 0.333 



Design : Graph Structural Features
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GNN-based IDS Explainability: ProvExplainer

Clustering Triangles: 7



Design : Graph Structural Features
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GNN-based IDS Explainability: ProvExplainer

Degree Centrality: 0.150



Design : Graph Structural Features
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GNN-based IDS Explainability: ProvExplainer

Closeness Centrality: 0.234 



Design : Graph Structural Features
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GNN-based IDS Explainability: ProvExplainer

Betweenness Centrality: 1094



Design : Graph Structural Features
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GNN-based IDS Explainability: ProvExplainer

Eigenvector Centrality: 0.121



Design : Using the Graph Structural Features
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GNN-based IDS Explainability: ProvExplainer

Train a surrogate DT using 
the count of discriminant 

subgraph patterns and avg. 
of graph structural features

Use the surrogate DT to 
classify graphs

Extract node information 
from patterns along the 

decision path

Patterns that appear more 
often in the decision path 
are deemed more
important



Evaluation
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Experimental Setup

Datasets

Surrogate DT 
Performance

ProvExplainer vs SOTA
GNN Explainer

Evaluation
GNN-based IDS Explainability: ProvExplainer



Evaluation : Anomaly Detection Datasets
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Enterprise

Supply Chain

[Barr-Smith ‘21]
Fileless Malware

Explaining Provenance-Based GNN Detectors with Interpretable Graph Structural Features

FiveDirections

Trace

In-House
(private)

GNN-based IDS Explainability: ProvExplainer

Theia



Evaluation : Experimental Setup
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GNNExplainer

PGExplainer

SubgraphX

SOTA GNN Explainers Graph Neural Networks

GAT

GraphSAGE

Explaining Provenance-Based GNN Detectors with Interpretable Graph Structural Features

Datasets

APT Fileless

GNN-based IDS Explainability: ProvExplainer



Evaluation : Surrogate DT Performance
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GNN-based IDS Explainability: ProvExplainer

Surrogate DTs have high 
agreement with GNNs



Evaluation : SOTA Comparison – Fidelity+
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GNN-based IDS Explainability: ProvExplainer

Fidelity+ = the difference in prediction after removing k important nodes from the graph

(higher is better)



Evaluation : SOTA Comparison – Fidelity-
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GNN-based IDS Explainability: ProvExplainer

Fidelity- = the difference in prediction after removing k unimportant nodes from the graph

(lower is better)



Evaluation : SOTA Comparison – Precision/Recall
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Competitive 
performance compared 

to SOTA

Extracts important 
system entities

Superior performance in 
DARPA dataset

GNN-based IDS Explainability: ProvExplainer



Project Summary
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ProvExplainer generates security-aware explanations

Surrogate DTs have 
high agreement with 

their GNN 
counterpart

Builds trust in the 
detection result and 

accelerates the 
defender’s response

Competitive 
performance against 

SOTA GNN 
Explainers

Explaining Provenance-Based GNN Detectors with Interpretable Graph Structural Features

GNN-based IDS Explainability: ProvExplainer
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Future Works

1. Robust and generalizable explanations across domains
Study how well explanation quality holds under noisy data, adversarial manipulation, and 
distribution shift, while extending the methods to other high-stakes graph applications beyond 
intrusion detection.

2. Temporal and dynamic graph explainability
Incorporate time-aware explanations so the frameworks can explain not only which nodes and 
edges mattered, but also when and in what sequence interactions contributed to the decision.

3. Counterfactual and actionable explanations
Extend the current frameworks beyond identifying important structures to generating actionable 
counterfactuals, such as what minimal graph changes would alter an IDS alert.
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Human-Interpretable ML Explanations in High-Stakes Graph ML
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Provenance-based Intrusion 
Detection System

Scope

Federated Learning 
Framework for IoT

ProvIoT
[ACNS ‘24]

Robustness

Adversarial Sample Generation 
Framework

ProvNinja
[USENIX ‘23]

Provenance
Explanation Framework

ProvExplainer
[PST ‘26] 

Recommendation System 
Explanation Framework

GNN Explainability

Z-REx
[KDD'25 Workshop]

Privacy

Differential Privacy 
Framework

ProvDP
[ACNS ‘25] Forensics

Agentic Forensic Analysis 
Framework

ProvSEEK
[arXiv ’25,

in-submission] 
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